42 Cybersecurity relies upon a diverse set of standards including standards whose scopes are specific to one or more 43 attributes of cybersecurity and standards from other domains that are relevant to cybersecurity. 44 1 "Information technology" (IT) means: The art and applied sciences that deal with data and information. Examples are capture, representation, processing, security, transfer, interchange, presentation, management, organization, storage, and retrieval of data and information. American National Standard Dictionary of Information Technology (ANSDIT). 2 "Industrial control system" (ICS) is a general term that encompasses several types of control systems, including supervisory control and data acquisition (SCADA) systems, distributed control systems (DCS), and other control system configurations such as Programmable Logic Controllers (PLC) often found in the industrial sectors and critical infrastructures. NIST Special Publication 800-82, Revision 2 Initial Public Draft, Guide to Industrial Control Systems (ICS) Security. 3 Blueprint for a Secure Cyber Future, DHS, November 2011. 4 Critical Infrastructure Resilience Final Report and Recommendations, National Infrastructure Advisory Council, September 8, 2009 45 The U.S. standardization community is comprised largely of non-governmental Standards Developing 46 Organizations (SDOs). These groups are primarily shaped by industry participation and are motivated by market 47 forces. USG participation is motivated by the need to achieve cost-efficient, timely and effective solutions for 48 mission and policy objectives. These diverse motivations are mutually beneficial. 49 50 The U.S. Government strategy is to leverage these motivations in the development and use of international 51 standards to promote cybersecurity and resiliency. Consistent with the goals of the USG to promote secure 52 cyberspace, there are four fundamental interrelated USG strategic objectives in actively participating in the 53 development and use of timely international standards for cybersecurity: 54 55 Throughput is a measure of how much work the system can do in a given period of time. 8 Response time is a measure of how quickly the system responds to a request for it to do something. 9 WTO G/TBT/1/Rev.10, 9 June 2011, DECISIONS AND RECOMMENDATIONS ADOPTED BY THE WTO COMMITTEE ON TECHNICAL BARRIERS TO TRADE SINCE 1 JANUARY 1995.
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Standardization to Achieve U.S. Objectives for Cybersecurity (Draft) 196 developing their standards, many of these consortia follow the WTO TBT Committee Decision principles. 10 Such standards provide the 237 requirements for cybersecurity standards-based products, processes or services. As a consequence of participating 238 in this standards work, the USG has acquired and accumulated competency in core areas of cybersecurity 239 standardization, but the depth and breadth of this USG competency can rise and fall with time. 10 That said, the national and economic security of the United States depends on the reliable functioning of critical infrastructure, which is largely owned and operated by the private sector. Recognizing this, the President issued Executive Order 13636, Improving Critical Infrastructure Cybersecurity, in February 2013. It directed NIST to work with stakeholders to develop a voluntary framework -based on existing standards, guidelines, and practices -for reducing cyber risks to critical infrastructure. NIST released the first version of the Framework for Improving Critical Infrastructure Cybersecurity on February 12, 2014. The Framework, created through collaboration between industry and government, consists of standards, guidelines, and practices to promote the protection of critical infrastructure by helping owners and operators of critical infrastructure to manage cyber security related risk. (IC) enterprise standards governance body. This forum collaborates and recommends common enterprise 301 standards, profiles, and specifications for the respective DoD and IC information environments. Interagency 302 coordination on standards-related matters also occurs in some subcommittees and working groups within the 303 National Science and Technology Council (NSTC). Given the critical importance of cybersecurity 304 standardization and its cross-cutting nature -which involves security, standards, innovation, competition, trade, 305 privacy, law enforcement and national security, and other policy considerations -a higher-level interagency 306 coordination mechanism is needed. Coordination by senior Federal cybersecurity officials under the auspices of 307 the Executive Office of the President (EOP) would provide the necessary focus and resources to develop and 308 implement a comprehensive strategy for cybersecurity-related standardization, as well as ensure that the USG can 309 respond to specific priority issues as they arise. 311 In addition to coordination among Federal agencies, the USG needs to engage effectively with U.S. industry. 312 There are several methods agencies use to engage and coordinate with external stakeholders. Agencies may 313 choose to establish external advisory committees per the Federal Advisory Committee Act (FACA), seek input 314 using Federal Register Notice solicitations, use specific statutory or regulatory authority to create a forum -such 315 as a private sector coordinating council -for obtaining input, or use some other method that provides all 316 potential stakeholders an equal opportunity to provide input and share their perspectives. As an example of 317 FACA committees, the U.S. Department of Health and Human Services (HHS) created Health IT Policy and 318 Standards committees that make recommendations to the National Coordinator on policy and standards topics, 319 including cybersecurity. In addition, in developing the Framework for Improving Critical Infrastructure 320 Cybersecurity under Executive Order 13636, NIST provided stakeholders with an equal opportunity to share their 321 views and make contributions through a series of workshops and public comment periods on drafts. 322 323 For SDOs that use a national body member process, such as the International Organization for Standardization 324 (ISO), there is already built-in U.S. coordination through U.S. mirror groups (e.g., U.S. Technical Advisory 325 Groups (TAGs) for ISO technical committees and subcommittees). The State Department administers a FACA-326 based process for developing U.S. positions relating to standardization in the International Telecommunication 327 Union's Telecommunication Standardization Sector (ITU-T), a treaty-based United Nations organization. For 328 SDOs that are based on an individual membership model, public-private sector coordination prior to technical 329 committee meetings is not built-in, so this may be a particular area that could benefit from enhanced focus by the 330 USG. 331 332 In carrying out these activities, it is important to prioritize resources and engagement to achieve maximum impact 333 with various SDOs. The number of cybersecurity standards projects is substantial. Therefore, the USG needs to 334 develop an engagement model to ensure that it is able to participate dynamically at the right level when necessary. 335 The following four categories characterize possible levels of engagement and related resource planning needs: 336 337  Participating in limited specific activities is following, contributing to, and/or leading a specific 338 standards effort for a select activity(s) specific to unique needs or interests. Repeated cyber intrusions into critical infrastructure demonstrate the need for improved cybersecurity. The cyber threat to critical infrastructure continues to grow and represents one of the most serious national security challenges we must confront. The national and economic security of the United States depends on the reliable functioning of the Nation's critical infrastructure in the face of such threats. It is the policy of the United States to enhance the security and resilience of the Nation's critical infrastructure and to maintain a cyber environment that encourages efficiency, innovation, and economic prosperity while promoting safety, security, business confidentiality, privacy, and civil liberties. We can achieve these goals through a partnership with the owners and operators of critical infrastructure to improve cybersecurity information sharing and collaboratively develop and implement risk-based standards. (Draft) 
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